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Abstract

When data or the processing on the data have some uncertainty, discretization of those data can
lead to significantly different output. For example, in certain graphical password schemes, a small
uncertainty in the clicking places can produce a different password. We present a discretization
method, called robust discretization, which gives stable outputs in the presence of small uncertain-
ties. Robust discretization enables us to implement graphical password schemes that are much
more flexible and versatile than previously know ones.
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1 Introduction

Discretization (also called quantization) of data consists of approximating a continuum, or a very large
discrete set, by a discrete set of limited size.

To fix the terminology, let us describe a simple example of a discretization of a two-dimensional
rectangular grey image. The image is given by a function g : [0,a]x [0,b] — [0, 1], where [0, a], [0, b] are
intervals in the reals R, or in the integers Z. In this paper we are only interested in the discretization
of the domain of the image, namely the rectangle Re = [0,a] x [0,b]. The simplest way to discretize
Ry is to choose a positive number ¢ (called the quantum) and an offset (¢,1) (where |¢|, || < q),
and to superimpose a square grid on the rectangle. The grid has |a/q| + 1 vertical lines

(V)  s=qm+e (where m=0,..., |a/g)),
and |b/q] + 1 horizontal lines

(H,) y=gn+1 (where n=0,...,[b/q]).
This subdivides Ry into grid squares of side-length ¢; near the borders of Rs the grid squares are

truncated. The discretization can also be described by a grid map, which tells us which points of the
rectangle Ry are mapped to which grid vertices.

g: (@y)€0,a] x [0,5] —s Qx“pJ,{yﬂbD.

q q

The set of points of Ry that are mapped to a given grid point (m,n) is

gl (m,n) ={(z,y) € Ra: gm+yp<z<qgm+1)+¢, gn+1<y<gq(n+1)+y}
The set g~'(m,n) is called a grid square; the grid map g maps this entire grid square, namely
[gm, qg(m + 1)) X [gn,q(n + 1)), to the grid point (m,n).
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Notation for intervals: In order to avoid confusion with the point (a,b), the open interval
{z : a < £ < b} will be denoted by (a,b). The closed interval is denoted by [a, b], and the half-open
intervals are denoted by [a,b) and (a, b].

Usually, the goal in the design of a good discretization is to minimize the loss of precision, or
“quantization error”, i.e., the distance between data points (z,y) and their discretizations. However,
our goal is quite different. We are concerned with the stability of the discretization, and not with
the loss of precision. Indeed, in our applications one of the main problems with discretization is the
edge problem: If important features of the image are near a grid line V,,, or H, then slight changes
or uncertainties in the image or in the processing can lead to significant changes in the discretization.
For example, a person might repeatedly “point” to the same feature in an image (with a mouse or
a stylus), but usually a person will not be able to point repeatedly to ezactly the same place. If the
place pointed to is near a grid edge, the discretization will lead to unintended changes in the output.
In the graphical password schemes described later, this would often prevent a legitimate user from
logging in.

In general we cannot expect the images to be such that all important features fit safely into grid
squares, at a safe distance from the edges. What we need is a robust discretization in which there is
no edge problem. More precisely, in this paper a discretization is called robust if and only if we have
the following: (1) when a location pointed to is close (within a distance < r1) to an originally chosen
location, the output is the same as when one clicks on the originally chosen location; (2) if a location
pointed to is at distance greater than ry from the originally chosen location (for some specified distance
ro with 79 > r1), the output is guaranteed to be different than for the originally chosen location. (Here,
“pointing to” a location means, e.g., pointing with a stylus, or clicking with a mouse.)

Previous work on robust discretization: Ideas similar to our robust discretization appear in Wu’s work
[14]. However, the edge problem is not stated there, nor are the properties of robust discretization
(namely, the definition or r-safe and Theorem 2.4) precisely stated or proved.

Overview: Our robust discretization method is described in Section 2. The main motivation and the
main originality of our paper is the application of robust discretization to graphical passwords, as
described in Section 3. Security is discussed in Section 4.

2 Multigrid discretization

In order to make sure that all features of an image are at a safe distance from grid edges we use several
grids at the same time. It is fairly intuitive that in 2-dimensional images, 3 grids are necessary and
sufficient; then we can lay out the grids so that every point in the image is at a safe distance from
the edges in at least one of the 3 grids. In a d-dimensional “image”, we will show that d + 1 grids are
necessary and sufficient.

The “safe distance from the edges” is a parameter r > 0. The open r-disk around a point
(z1,...,2q) 18 Dp(z1,...,24) = {(21,---,24) : ||(z1,---,24) — (21,...,24)|| <7}, where ||.| denotes
euclidean norm in d-dimensional space. The following definition makes the phrase “a point is at a safe
distance from the edges” precise.

Definition 2.1 A point (z1,...,z4) is r-safe in a d-dimensional square grid G iff the open d-
dimensional r-disk around (x1,...,xq) is entirely contained in one grid hypercube of G.

Just as for the integers, we define the mod operation for reals ¢ and g (with g # 0) as follows:

t mod g =qer t—[t/q] ¢
We have the following easy characterization:



Lemma 2.2 A point (z1,...,24) is r-safe in a d-dimensional grid G with quantum q and offset

(V1y--s%q) iff for alli=1,...,d:
r < (z;—;)modqg < qg—r.

Proof. Suppose that the grid spacing (i.e., the discretization quantum) is ¢, and the offset of the grid
hyperplanes in dimension 7 is ¢; (for i = 1,...,d). Let H%l), ... ,H,(gg be the grid hyperplanes that
border the grid hypercube containing the point (z1,...,2z4). The point is r-safe iff it is at distance
> r from each one of these hyperplanes, i.e., (z1,...,z4) is r-safe iff for some integers my,..., my we
have (fori =1,...,d): ¥;+qm; < z; < 9; + q¢(m; +1). By the definition of “mod”, this is equivalent
to the statement of the Lemma. O

In two dimensions we now introduce three grids, Gy, G1,G2. All three have quantum ¢ = 6r, and
they are “staggered”: Gy has offset (—2rk,—2rk), for k = 0,1,2. We will see (as a consequence of
the Theorem below), that every point is r-safe in at least one of these three grids.

Go G1 Go
Fig. 1: The three grids Gy, G1, and Gy (A is safe in Gy, B is safe in G; and in G3)

More generally, in a d-dimensional space we consider a rectangle Ry = [0,a1] X ... X [0, aq4], and we
generalize all the definitions above in an obvious way. We introduce d+1 grids Gy (with k = 0,1,...,d),
all with quantum ¢ = 2r(d + 1), that are staggered: Gy, has offset (—2rk,..., —2rk).

Lemma 2.3 A point (x1,...,z4) is r-safe in grid Gy, (k=0,1,...,d) iff for alli=1,...,d,

r < (z; +2rk) mod (2r(d+1)) < r(2d+1).



Proof. In Lemma 2.2, just plug in 6r for the quantum ¢, and plug in 2rk for each offset ;. O

The following theorem shows that robust discretization is possible. When the dimension d is 1 or
2, the proof is intuitive from the picture of the grids.

Theorem 2.4 For every point (r1,...,%q) in d-dimensional space there is at least one grid Gy
(k=0,1,...,d) such that (z1,...,xq) is T-safe in that grid.

Proof. Consider any point (z1,...,z4). Since r-safety only depends on the value of the coordinates
mod (2r(d + 1)) we can assume 0 < z; < 2r(d+ 1) for each i = 1,...,d. Also, by renaming the
coordinates if necessary, we can assume that 0 <z <zo <...<zy < 2r(d+1).

Claim. For some i, € {1,...,d} and some h, € {0,1,...,d}:
2rhe + 7r,2r(he + 1) +71) C (xi,,Tiyj+1) withi, <d, h, <d, or
2rd +r,2r(d+1)) U [0,r) C (xq,2r(d+1)) U[0,z1) (when i, =h,=4d).
Proof of the Claim. There are d numbers z; (for j =1,...,d), and there are d + 1 disjoint sets
Sp= [2rh+7r,2r(h+1)+7r) (forh=0,1,...,d—1) and
Sq = [2rd+7,2r(d+ 1)) U [0,7).
Hence by the pigeonhole principle, at least one of these sets, say Sp,, does not contain any z;. We
take x;, to be the largest x; that is less than all the elements of the set Sj,. This proves the Claim.
Proof of the Theorem. By the Claim we only need to consider the two cases A and B below.
Case A: [2rho +1,2r(he +1)+7r) C (z;,,Ti,+1) Wwith h, < d, i, < d.
We claim that in this case, the point (z1,...,z4) is r-safe in grid Gy with k = d—h, (> 0). Indeed,
for all z; with j <4, we have
0<z; <z, <2rhy+r;
hence by adding 2r(d — h,) (= 2rk),
2r(d — ho) <z + 2rk < 2rd +r;
hence, since r < 2r(d — h,) when h, < d —1,
r<xj+2rk <2rd+r.
So, for all z; with 5 <i,, the condition of Lemma 2.3 is satisfied.
For all z; with j > i, + 1 we have
2r(ho + 1) +r < z;, < z; < 2r(d+1);
hence by adding 2r(d — h,) (= 2rk) and then subtracting 2r(d + 1),
r < (z; +2rk) mod (2r(d + 1)) < 2r(d — ho) (< 2rd + 1),
hence the condition of Lemma 2.3 is satisfied for all z; with j > 4, + 1.
Case B: [2rd+r,2r(d+1)) U [0,7) C (zg,2r(d+1)) U[0,z1) .
We claim that in this case, the point (z1,...,z4) is r-safe in grid Gy. Indeed, in this case,

zg <2r(d+1) and r < z1, hence r <z <...<z; <...<z4<2r(d+1). So the condition of
Lemma 2.3 is satisfied (with £ = 0) for all z;. O

The number d + 1 is the minimum number of grids that gives us r-safety. Indeed, for d grids Gy
(k =1,...,d), let z; = ¢;;, be a grid hyperplane of G} perpendicular to coordinate axis x;. Then
the point (z; = ci,i)izly___yd belongs to a grid hyperplane for each grid. Hence, this point cannot be
r-safe, no matter how small a positive number r is. So d grids won’t be sufficient, no matter what the
quantum and the offsets may be.



Robust discretization

Since now we know that every point (z1,...,z4) is r-safe in at least one of the d + 1 grids G
(k=0,1,...,d), we simply map the point into one of the grids in which it is r-safe. We have to make
a choice here, since often there will be more than one grid in which (z1,...,z4) is r-safe. A safe grid
choice map v : R — {0,1,...,d} is any map such that (zi,...,z4) is r-safe in grid Gy (1, 24)
for all (z1,...,2q). E.g., v(x1,...,24) could be defined to be the smallest k& such that (z1,...,zq)
is r-safe in grid Gg; or y(z1,...,2z4) could be a k for which the distance of (z1,...,z4) to the grid
hyperplanes of G}, is maximized; or y(z1,...,z4) could be chosen randomly, always subject to the
r-safety condition (but kept fixed once chosen). The robust grid map is then defined by

g: (#1,...,24q) €E Ry +—  (Y(T1,---,%a)s  Gy(ar,oza) (T1,- - -5 Td))-

So the grid map provides a grid identifier k = y(z1,...,2z4) € {0,1,...,d} and a grid-point
Iy (@1yzg) (T1 -+ -5 Td) € 74 of the corresponding grid Gy,.

The definition of r-safe says that if a chosen point p is r-safe in the grid G, and if a point x is
at euclidean distance < r from p, then x is in the same grid square as p. In other words, once the
system has chosen a grid Gy in which the click point p is r-safe (i.e., k = y(p)), then any click within
distance < r from p will be in the same grid square as p, and hence will be recognized by the system
as the same as p. So the user has a guaranteed tolerance r for click errors.

On the other hand, if the user clicks on a point = at a distance > r(2d + 1)\/3 from the chosen
point p, then the click is guaranteed to be treated as incorrect. Indeed, each grid square has side-length
g = 2r(d + 1), and a safe point is at distance > r from the edges; therefore, if z is in the same
grid square as p, then |p; — z;| < 2r(d+ 1) —r = r(2d + 1) for all the coordinates (z1,...,z4) = z,
(p1,-..,p4) = p- In other words, max-distance between p and z is < 7(2d + 1); hence the euclidean
distance (in d-dimensional space) between p and z is < 7(2d + 1)v/d. In 2-dimensional space this
means that a click at distance > r5v/2 (= 7.077) is guaranteed to be treated as incorrect.

If a point z is at distance between r and r(2d+ 1)\/8 from a chosen point p, it can happen that = is
in the same grid square as p, and it can happen that they are in different grid squares (depending on
the exact locations of z and p). In any case, for each grid the number of grid squares in an a; X ... X aq
hyper-rectangle is at least |a1/q]-...-|aq/q], and all of these grid squares will be treated as different
by the system.

3 A graphical password scheme

Graphical passwords were first proposed by G. Blonder [1]; in that scheme, a password uses an image
in which many small regions have been preselected. The user has to choose some of these regions as
a password, and in order to log in later, the user must click in each one of the chosen regions (with a
mouse or a stylus). Several implementations of this idea were given by [9]. Another version of click
regions, this time with movement, appears in [4]. Somewhat different graphical password schemes
(based on drawings) were introduced and analyzed in [5]. Yet other graphical password schemes exist,
based on image recognition [8], [10], [2].

The click region passwords of Blonder have a limitation, namely the fact that the click regions
are predefined; they are part of the design of the image. This implies that the users cannot provide
images of their own for making passwords, and that users cannot choose click places that are not
among the preselected ones. Moreover, complex “natural” images (landscapes, cityscapes, art, photos
of individual people or groups, etc.) are not easy to subdivide into fixed and recognizable click regions.

On the other hand, allowing arbitrary click regions leads to the edge problem of discretization, as
we mentioned at the end of Section 1: Users are unable to click repeatedly at the ezact place that



they chose when they made up their password; therefore a discretization has to be used. But then it
will often happen that a click region overlaps different grid-squares, which means that the password
clicked by the user is “a little” different from the password that was originally chosen.

Allowing approximately correct passwords, however, prevents us from using secure password hash-
ing (a. k. a. “password encryption”) since passwords that are approximately (but not exactly) the
same will usually have very different hash values. Secure password hashing is important because it
enables secure storage of passwords in an insecure storage (and back-up) environment. In this paper,
“hashing” always means secure, cryptographic hashing.

Thus, robust discretization gives us graphical password schemes with a great variety of images and
click places, and with secure password hashing.

Our graphical password scheme has three components: image handling, password selection, login.

1. The image handling component enables users to choose images or to introduce their own; the
images are stored together with a collection of images provided by the system. For this password
system to work well, it is important that the images be fairly intricate, with lots of interesting details
that could be chosen as click regions (e.g., topographic maps, architectural images, cityscapes, certain
landscapes, renaissance paintings).

2. The password selection component allows the user to select a new password. Assuming the user
has already logged in (by using either a graphical or a conventional password), the user enters the
“password” command. The system then prompts the user for a user name and current password. If
the system accepts the current password, it lets the user specify a new image, or keep the current
image. The safety parameter r (for robust discretization) can be set by the user, and a default value
is also available.

Next, the image is displayed, and the user has to click on a few places (of the user’s choice); for secu-
rity’s sake, at least 5 places should be clicked. Let ¢ be the number of clicks, and let (z1,y1),- .., (Z¢, Ye)
be the sequence of click places. The system takes the pixel coordinates of the click places, and for
each click place (z;,y;) it computes a grid identifier k; € {0, 1,2} such that (z;,y;) is r-safe in grid Gy,
(for i =1,...,¢). For each click place (z;,y;), the system remembers the grid identifier k; = v(z;, y;);
in our scheme, k; is stored in the clear (not cryptographically hashed).

The system also computes the grid point gy, (z;,v;) of the click place (z;,y;) with respect to the
grid Gi,, and it remembers the secure hash value of the sequence of grid points of the click places. In
summary, the user provides a sequence of click places ((z1,%1),--.,(Zc,y.)), terminated by a ‘return’.
The system remembers

(v(z1,91);---,7(%e,ye))  and HASH(g'y(xl,yl)(mla Y)s-- - Iy(zesye) (Te; Ye))
in the user’s password record. The secret consists of the sequence of grid points.

As usual for password systems, before putting the new password in operation, the system should
ask the user to confirm the password (by repeating the choice of clicks, but this time it tolerates errors
within the safety parameter 7).

3. The login component presents the user with a window into which the user types the user name.
The system then retrieves the user’s password record (which contains the sequence of grids to be used),
and displays the user’s password image. (If the user is not valid, the system will display a default
image, and will eventually reject the user.)

The user then makes a sequence of clicks on the image. For the ith click the system uses the ith
grid (1 < i < ¢) in the stored sequence of grid identifiers, and computes the grid point of that click
place. (The system will not check whether the clicked point is r-safe in this grid, because we want to
tolerate errors up to r.) When the user types the ‘return’ the system computes the secure hash value



of the sequence of grid points and compares this with the hash value stored in the user’s password
record. If the two are identical the user is accepted, otherwise the user is rejected.

Improved implementation

In the graphical password scheme described above, the c¢ clicks were implemented as ¢ two-
dimensional points. Instead, we could represent the click points (z1,y1),.-.,(Z¢, Yc) as one 2c-
dimensional point (z1,¥1,--., %, Yc). This does not change anything from the user’s point of view,
but it decreases the amount of information contained in the chosen grids. Indeed, when the ¢ clicks
are viewed as ¢ two-dimensional points, a sequence of ¢ grids is stored in the system (in the clear). At
each click, there are 3 grids that are possible, so for ¢ clicks, 3¢ grid sequences are possible. One out of
3¢ possible grid sequences is stored in the system files. On the other hand, for a 2¢c-dimensional point,
there are 2c+1 grids. One grid out of 2c+ 1 possible grids is stored. Of course, a source of information
in which each event has probability ﬁ has much less entropy than a source in which each event has
probability 3% (when ¢ > 1). E.g., for ¢ = 5, the grid information is log,(2c + 1) = log, 11 = 3.5 for
the improved method. For the first implementation, the grid information is log, 3¢ = 7.9. If there are
¢ = 10 clicks, the improved method requires approximately 4.4 bits, whereas the first method needs
approximately 15.8 bits.

The zoom

Zooming-in magnifies the area of the screen close to the cursor. The magnification allows the user
to choose finer features of the image as click places. This may be a convenience for the user; it also
increases the password space significantly by, in effect, decreasing the parameter r.

One can imagine several options: (1) The user could click with the second mouse button to
activate or deactivate the zoom-in. (2) There is automatic zoom-in in the vicinity of the cursor. (3)
The automatic zoom-in around the cursor depends on the speed of movement of the cursor; as the
cursor slows down (near a possible click target), the magnification increases.

4 Security of graphical passwords

4.1 Generalities

The security of a password scheme depends, roughly, on the size of the password space (i.e., the total
number of possible passwords for any given setting of the password parameters), and also on the way
humans tend to use the password scheme.

The size of the password space of our graphical passwords is parameterized by the safety
parameter r (or, equivalently, the quantum ¢ = 67) and the number of click points ¢. Moreover, the
image size a x b (or the screen size), and the resolution (number of pixels per square centimeter)
are parameters, but we usually have little control over them. In general, the number of possible
passwords is (|a/q] - |b/q])¢. For example, for an image of size 330 x 260 mm? (for example), with
safety parameter r = 1 mm (so, ¢ = 6r = 6 mm), each grid has at least 2365 (=~ 330/6 x 260/6)
grid points. For graphical passwords with ¢ = 5 clicks the number of possible passwords is therefore
2365° ~ 7 x 10'6. With 6 clicks the number of possible passwords is 2365% ~ 1.7 x 10%°, and with 7
clicks it is 23657 ~ 4 x 10?3, (Compare with the Avogadro number N4 = 6.02 x 10?% (mol g) 1.)

For the value 7 = 1 mm the grid squares have side-length ¢ = 6 mm; this could be inconveniently
small for many users, and for present-day computer screens (due to poor resolution). However, when
the zoom feature is used, r = 1 mm will not be small.

When r = 2 mm, there will be about 560 grid points; with 6 clicks the number of possible passwords
is then 560 ~ 3 x 10'6. For 9 clicks the number of possible passwords is then 560% ~ 5.4 x 10%.



The human use of a password scheme determines the effective password space which, intuitively,
consists of the passwords that users are likely to use. Although is is difficult to define the effective
password space rigorously in general, for our graphical password system we can find an operational
definition as follows: The chosen image itself is an additional parameter now, and instead of the whole
image size a X b we now count the area of the image that is occupied by “memorable” features. We
cannot define rigorously what a memorable feature is, but by human experiments we can find out
which grid squares contain features that humans will accept as being possible to remember; we can
also double check by determining the non-memorable regions — intuitively those are large “empty”
areas that do not contain edges or contrasts. Small empty regions, surrounded by features, could
however be used for clicking (e.g., the center of such a small region could be chosen). Thus, for our
graphical password system to be effective, we have to use images that are intricate enough to offer
many attractive click places (e.g., maps, architectural graphics, renaissance paintings, city scapes,
complicated landscapes). Based on our experience from [12] and [13] we estimate that in a “good”
image as much as half of the area will be occupied by possible click points; however, human factors
experiments will be needed to explore this. According to this estimate, the size of the total password
space is divided by 2¢ when we go to the effective password space. E.g., for ¢ = 6 click points, we divide
by 64, which in the case of » = 1 mm, leaves us with an effective password space of size 2.6 x 10'8.

Some human aspects of graphical passwords are quite well analyzed in [5] and in [8]. But the
graphical passwords considered in those papers are very different from ours. Some of our own results
on human aspects will appear in [12] and [13], and further human factors testing is in progress.

4.2 Attacks on graphical passwords

We consider two attacks (attack models) against graphical passwords, (1) a dictionary attack against
the collection of all the users of a system, (2) an individual attack against a particular user. The
discussion in this subsection is preliminary, and will develop as on-going human factors experiments
progress.

o Collective dictionary attack

Dictionary attacks against the collection of all the users of a system (which we will call “collective
attacks”) are well known for alphanumeric passwords [7], [3], [6]. In this attack it is assumed that
an attacker has managed to obtain a copy of the password file; thus, the attacker can work off-line
and do extensive searches. For every user the password file contains the user-id and the graphical
password; recall that the stored graphical password consists of the cryptographically hashed value of
a 2c-dimensional grid point, together with the (non-encrypted) number of the grid to which this grid
point belongs (one grid out of 2¢ + 1); here we follow the “improved implementation” of Section 3. It
is assumed, that the attacker knows the algorithms of the graphical password system, including the
cryptographic hash function. The goal of the attacker is to find the user-id and explicit password (in
the clear) of some user, no matter which one. This attack is carried out by a computer, with limited
human intervention.

For graphical passwords, as for alpha-numeric passwords, we assume that the collective attack
attempts to make use of a known set of password candidates (the “dictionary”); this set should
be small enough to be exhaustively searchable, and it should have a non-negligible probability of
intersecting with the set of passwords that are actually used by users.

For graphical passwords there are no “dictionaries” of click point sequences in existence. In order
to construct such a dictionary, the attacker needs to discover regularities in human click patterns. The
attacker could find a good approximation of the effective password space, but this space is still too
large to be searched exhaustively, as we saw in the previous subsection. Moreover, recent studies [12],



[13] (whose main focus was usability, not security), suggest that human users use a large collection of
click points, and that there is no obvious subset of the memorable click points that are chosen with
very high probability; however, on-going studies, focused on security, will give us better estimates.

If it is not possible to obtain a small enough dictionary by just restricting the set of click points,
the only possible regularity that the attacker is left with is the possibility that humans might follow
patterns in the way they combine and sequence their click points; e.g., the click points could perhaps
be lined up along an imaginary curve. Further experiments will be needed to find out whether some
humans follow such a strategy, and whether such patterns have enough regularity and predictability to
be candidates for an attack dictionary. Further studies and experience will reveal whether dictionary
attacks can be dangerous, or alternatively, how many click points are needed to thwart dictionary
attacks.

o Attack against individuals

In this attack the goal is to find the password of a particular user; it is assumed that the attacker is
in possession of the password record of this user (from the password file). It is also assumed, rather
vaguely, that the attacker has some personal information about this user but has no direct information
about the password itself. This attack is carried out by a computer-aided human. Experience and
human testing will show whether it is feasible to guess what click points (and combinations of click
points) a user may or may not choose, if one knows this user well.

Acknowledgements: This paper benefited from the work with the first author’s students Brad
Isaacson and Leonardo Sobrado.

New Developments: Since the submission of our paper, new publications have appeared. However,
these are related to different types of password schemes than the one in our paper: [15], [16], [17].
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